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“If | have 20 calls, 17 are about Zero Trust. CISOs, CIOs and CEOs are all interested, and companies of
various sizes are interested. And in three years, | think Zero Trust will be cited as one of the big-time
frameworks in cyber security. Period.”

Chase Cunningham
Principal Analyst, Forrester

OVERVIEW

Eight years after former Forrester analyst John Kindervag introduced the Zero Trust model, the concept
has hit the mainstream. As current Forrester analyst Chase Cunningham says, 85% of his calls involve zero
trust. With the amount of interest in the concept, many organizations are rushing to understand how to

implement the zero-trust model. In this guide, we'll look at the first step to implementing zero trust: asset
management.
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The Evolution of Zero Trust

Wendy Nather, Director, Advisory CISOs at Duo security in a during RSA 2018 concisely
explained the following evolution of the Zero Trust model:

e 2003-"The - a bunch of financial services CISOs - got together in the UK and
started talking about how we really shouldn't trust anything just because it's inside the
perimeter. They proposed a collaborative architecture, and | remember at the time reading
about it and saying, ‘that sounds great, but how in the world would you do that?"."

e 2009 - “John Kindervag (when he was a principal analyst at Forrester) coined the term "Zero Trust’
and how you might implement that according to his model within the enterprise.”

e 2014 -"Google had figured out how to implement the model inside of their organization and
started issuing white papers and doing talks about how the implemented it, and they called their
model BeyondCorp. Especially when Google sat up and said 'this is how we did it," people started
to see that it was within reach in their organizations as well, and it gained steam from there."

What is Zero Trust?

Zero Trust is a security concept centered on the belief that organizations should not automatically trust
anything inside or outside its perimeters and instead must verify anything and everything trying to
connect to its systems before granting access.

While traditional information security approaches used the castle-and-moat analogy that focuses on
defending a perimeter and assumes anything on the inside is safe, the Zero Trust model makes no
assumption based on position relative to perimeter. Just because a user or asset has made it onto the
corporate network does not automatically infer a level of confidence.

Examples about to show that the castle-and-moat approach doesn’t work. From the
to the oft-cited
, examples abound showing how much damage can be caused by
trusting users and systems that have crossed the moat and were considered trustworthy.
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https://www.csoonline.com/article/3247848/network-security/what-is-zero-trust-a-model-for-more-effective-security.html
https://en.wikipedia.org/wiki/Jericho_Forum
https://money.cnn.com/2017/07/19/technology/fish-tank-hack-darktrace/index.html
https://money.cnn.com/2017/07/19/technology/fish-tank-hack-darktrace/index.html
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
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“In working with some of the largest companies on earth, I've seen countless cases where a trusted user
or device could completely take down a corporate environment,” said Dean Sysman, CEO and Co-
Founder at Axonius. “For example, I've seen Fortune 500 companies that have service accounts with full
admin access to every machine in the organization. Coming from an offensive background, | can tell you
with confidence that if a malicious actor gained those credentials, it's game over. You would literally need
to start over and rebuild the network from scratch.”

The threat of bad actors and high-profile breaches alone are compelling reasons to consider the zero-
trust approach. But FUD aside, the most pragmatic driver is the change in the way we work.

In the not-so-distant past, work was a place where people sat in a building with Windows desktops
connected to a physical network via ethernet cable. These were people that were trusted employees
using corporate sanctioned devices to access information necessary to perform their work. In that world,
the castle-and-moat approach made sense: only those workers with physical access to the network were
allowed to touch what was within the firewall.

And then things changed.

Trends like cloud, virtualization, BYOD, work-from-home, mobile devices, and loT have completely
transformed the way we work and, in the process, removed the perimeter. Right now, I'm writing this
paper on an Amtrak train in route to New York City while logged in to my corporate email running on
Google Apps. I'll finish writing using my personal laptop on my home network. Where's the perimeter?

A vastly different computing environment creates a massively distributed attack surface that requires a
fundamental rethinking of our security framework.
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Technologies Associated with Zero Trust

A quick Google search will tell you that nearly every cybersecurity vendor is on the zero-trust bandwagon.
With more than 30 million results and rising, the term hasn't leveled off yet. Let's take a look at some of
the functional areas associated with zero-trust and the technologies that can help.

1. What is the device that is trying to access corporate assets? Is the device in question a laptop?
Smart TV? loT Device? Knowing the type of device is the first in a series of granular questions to
ask to determine whether granting access is appropriate. For example, a web-enabled baby
monitor probably shouldnt be trying to request data from a file share.

2. Is the core software up to date? Assuming a device clears the first hurdle, let's then check to see
whether the OS is current. You may not want a laptop running XP to have access to, well, anything
really.

3. Which vulnerabilities exist on the device? Aside from the core software, what else is installed?
What vulnerabilities come with the additional software resident on the device?

4. s the device "managed”? Most organizations mandate that a specified endpoint protection
solution is installed on each device, usually with an agent. If that agent isn't installed (or isn't
running), you may want to only allow that device on the guest network, and you may want to force
an installation of said agent before accessing anything that isn't publicly available.

5. What user is logged in? Now that we know about the device, let's figure out the person using it.
Is it a network admin? A member of the finance group? Someone that left the company 6 months
ago?

6. Does the user have access? Finally, let's try to understand whether the user should be able to
access what they are requesting.

Let's take a look at some of the technologies that can answer the questions above.
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Active Directory can help us to understand the device and user roles and how each fits in the

organizational policy. At the most basic level, AD can tell us whether a user and device are known and
have permission to access any corporate asset. At the most granular, AD can tell us which assets are

accessible by looking at group membership and policy adherence.

NS
> AXONIUS

. Devices » Windows8

General Data Adapters Data Extended Data Tags
Ay
Endpoint DATA FROM: TESTDOMAIN.TEST
Security
Lo
{) Symantec Host Name
Endpoint windows8.TestDomain.test
Protection
Manager - Network Interfaces
1. - IPs
1.192.168.20.9
£ Fortinet - Subnets
FortiGate 1.192.168.20.0/24
= Active Director
Sl Y D

CN=WINDOWS8,CN=Computers,DC=TestDomain,DC=test

™ McAfee ePO Domain

10

View advanced

+ Expand all - Collapse all

Last Seen
8/15/2018 11:27:36 AM

- 0OS
Type
Windows
Distribution
8
Build
6.3 (9600)

Part Of Domain
v

Axonius Name

<
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ENDPOINT PROTECTION

Most organizations mandate that an EDR or EPP solution is installed and running on every endpoint.

These solutions can detect, prevent, and remove malicious items like malware before they can move

laterally and infect other network assets. Additionally, in a BYOD and remote working environment,

cloud-delivered endpoint protection products can be the only way to understand the security status of

devices that never connect to a corporate network or VPN.

N/
>L AXONIUS
Devices

Q_ specific_data.adapter _properties == "Endpoint_Protection_Platform"

Devices (22)

oA T o

v Save Query + Query Wizard

Edit Columns Export csv

Adapters Host Name Network Interfaces: Mac Network Interfaces: IPs OS: Ty
et} v +6 windows8 00:0C:29:80:0E:60 192.168.20.9 :ffff:c0a8:1409 +1 Windc
@e'l’ +5  eset 00:50:56:91:A6:6B 192.168.20.18 fe80::250:56ff:fe91:a66b  Linux

- [‘ +5 testwindows?7 00:50:56:91:AD:39 192.168.20.7 :ffff:c0a8:1407 +1 Windc
Ei‘ E‘; +2 WIN-76F9735PMOJ.TESTDOMAIN.TEST 06:37:53:6E:A2:9C 10.0.2.120 fe80::e4e3:8ffc:637a:59a7 Windc
Ei‘ E‘; +2 EC2AMAZ-V8ESDHF.TESTDOMAIN.TEST 06:DE:D4:0F:B4:18 10.0.2.178 fe80::a8fa:be7:d4bb:417e Windc
E:‘ W +2 WIN-DI4VSGS3COG.TESTDOMAIN.TEST 02:10:78:0F:90:01, 06:89:C8:89:0D:00 17217.0.1 10.0.2.147 +3 Windc
'.‘ Q + Axonius Printer.testsecdomain.test, Axonius Printer.local  A8:60:B6:3C:79:FE, D4:DC:CD:F4:05:A0 192.168.10.9 192.168.11.14 0os X
E +1 WIN-TVOUBKLPIKN.TESTSECDOMAIN 06:46:£2:F5:C5:68 10.0.229.9 fe80::f039:2499:1c50:fadl Windc

® M+ EC2AMAZ-3B5UJ0I 10.0.229.30 Windc
)] WIN-GOAHQI64D5H 06:FF:03:69:7C:0C 10.0.2.186 Windc

i) vi Axonius-Printer A8:60:86:3C:79:FE 192.168.10.9 :ffff:c0a8:a09 oS X
& CbD-Victim 192.168.230.5 Windc

RESULTS PER PAGE: 50 100 R < 1 2 & s
Devices with an Endpoint Protection Platform installed
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VULNERABILITY ASSESSMENT

To understand which vulnerabilities are present on any device, organizations us VA tools to compare lists
of known vulnerabilities to the version of each application present. Based on the severity of any
vulnerabilities found, actions can be taken to either prevent a device from accessing corporate data, or if
a patch is available, force an upgrade before granting access.

Although some VA tools have discovery capabilities, many will only scan devices that they know about in
a given IP range. Because of this, we cannot rely on a result such as “no known vulnerability detected” as
a condition to be met, as that requirement could come from a VA tool simply not knowing that a device

exists.
. 10
»L AXONIUS C A&
. Devices

Q. specific_data.adapter_properties != 'Vulnerability _Assessment’ v~ SaveQuery + Query Wizard
Devices (313) Edit Columns Export csv
Adapters Host Name Network Interfaces: Mac Network Interfaces: IPs (e}
sl wiluilie 43 dhep-siave 11:33:33:77:DE:AD 10.0.0.1 c
Fp E:‘ E‘; +2 WIN-76F9735PMOJ.TESTDOMAIN.TEST 06:37:53:6E:A2:9C 10.0.2.120 feB80::e4e3:8ffc:637a:59a7 W
E:‘ :: +2 EC2AMAZ-VBEODHF.TESTDOMAIN.TEST 06:DE:D4:0F:B4:18 10.0.2.178 fe80::a8fa:be7:d4bb:417e W
El‘ v“ +2 WIN-DI4VSGS3COG.TESTDOMAIN.TEST 02:10:78:0F:90:01, 06:89:C8:89:0D:00 17217.0.1 10.0.2.147 +3 W
_" Q + Axonius Printer.testsecdomain.test, Axonius Printer.local  A8:60:B6:3C:79:FE, D4:DC:CD:F4:05:A0 192.168.10.9 192.168.11.14 o]
D + WIN-IBQNMLDIKHR.TestDomain.test 06:41:8F:20:DA:90 10.0.2.150 W
E +1 WIN-TVOUBKLPIKN.TESTSECDOMAIN 06:46:E2:F5:C5:68 10.0.229.9 fe80::f039:2499:1c50:fadl W
&+ 22AD.TESTDOMAIN.TEST 06:75:D9:93:EE:68 10.0.227.26 18.219.188166 +1 )
E;‘ == +1 WIN-VGICHODQCH7.TESTDOMAIN.TEST 06:0B:D1:7B:5C:C6 10.0.239.1 feB80::10b4:7291:86ae:52da W
a3+ DCNYLTESTDOMAIN.TEST 06:80:99:50:D3:5€ 10.0.2.99 fe80::cl7c:a475:d96:f5ac W
22+l iPad A4:EQ:75:78:FC:C3, A4:EQ:75:78:FC:C4  192168.1.7 141.226.237.21 iC
DooEns +l Walla 08:78:08:E0:DO:1E 192.168.11.12 A

RESULTS PER PAGE: 50 100 ¢« < 1.2 3 45 6 7 > »

Devices that have not been scanned by a Vulnerability Assessment Tool.
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IDENTITY AND ACCESS MANAGEMENT

Aside from Active Directory, many organizations are looking to IAM providers that offer multi-factor
authentication and single sign-on for added security and for added convenience. These products can
also add application-level permissions for cloud-based services. For example, a company may use AD to
authenticate users to access files and corporate email but may use an IAM provider to understand which
users should have access to the CRM.

\ s 10
> AXONIUS [ I W - I

Users » Ofri@Axonius.Com

General Data Adapters Data Tags
DATA FROM: HTTPS:/ [ DEV-734958 OKTAPREVIEW.COM/ _5DE83A2D0565446C96D7IEISIFEIEA2B View advanced
okta oxa
+ Expand all - Collapse all
ID mail
00ufgeajvbCjACTKION7 ofri@axonius.com
User Name Account Disabled
ofri@axonius.com v
Last Password Change User Creation Date
6/13/2018 8:42:16 AM 6/13/2018 8:36:53 AM
User first name User last name
Ofri Shur
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MOBILE DEVICE MANAGEMENT

In an increasingly mobile world, organizations cannot just rely on endpoint protection, as employees use
mobile devices constantly, switch devices often, and take their devices with them when they leave. MDM
lets companies grant and revoke access at any time without needing physical access to an employee'’s
personal devices.

10
S
> AXONIUS O a0 &
‘ Devices » AX-760
General Data Adapters Data Tags
i DATA FROM: 104636440837135360183 View advanced
GSuite  G-Suite MDM
+ Expand all - Collapse all
Lo
ID Axonius Name
S5AEAQ37A-CE4E-4FEF-95D1-565914321835 AX-760
Device Model Device Model Family
iPad2] I0S _SYNC
- Emails for this device
1. sapir@axonius.com
2. sapir@axonius.com.test-google-a.com
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To understand which devices are unmanaged, we want to look at those devices that are managed (have

an agent installed) and compare those to the list of devices known to the switches and routers to find the

delta (those IP addresses that are known only to the network without agents installed). This will give us a

list of unmanaged devices to create a candidate set to decide which devices should be managed, and

those that are unnecessary.

NS
> AXONIUS

. Devices

D)

O

Devices (410)

Adapters Host Name
m % .
cisco @ +7 CiscoEmuRouter
+3 ubuntu
Lo 4

= B 3 localhost.localdomain
alvalne alualn -
cisco cisco *+3 dth slave

iy +3 ubuntu

rsva
dcl.axonius.local
DESKTOP-GOS8PIUL
raindcl

WIN-6KO8DJEN2L3

Ly +2 STORAGE

) +2 nexpose

Ly +2 cisco-emulator
RESULTS PER PAGE 50 100

Network Interfaces: Mac
C0:00:07:A5:00:01, C0:00:07:A5:00:00
00:50:56:91:5E:98

00:0C:29:4B:5E:64, 00:0C:29:4B:5E:6E
11:33:33:77:DE:AD

00:50:56:91:69:E5

00:50:56:91:AC:93

00:0C:29:F1:0D:58

00:50:566:91:CD:30

00:0C:29:61:DD:22

00:50:56:91:5B:A0

00:0C:29:85:94:F8

00:50:56:91:00:66

00:50:56:91:4F:24

), specific_data.adapter_properties ! = 'Manager' and specific _data.adapter _properties != 'Agent’

Network Interfaces: IPs

10.0.0.2 192.168.20.35

192.168.20.30

192.168.20.22

10.0.0.1

192.168.20.11

192.168.20.42 fe80::250:56ff:feSl:ac93
192.168.20.4

192.168.20.20 fe80::d175:4879:f855:230b
192.168.20.38

192.168.20.24

192.168.20.3

192.168.20.10 fe80::250:56ff:fe91:66
192.168.20.21 fe80::250:56ff:fe91:4f24

v Save Query

0s: Type
Cisco
Linux
Linux
Cisco
Linux
Linux
Windows
Windows
Windows
Windows
Windows, FreeBSD +1
Linux
Linux

<« < 1 2

oA B &

+ Query Wizard

~olumns Export csv

Tags && AD Organizatior

3 4 56 6 7 > »

Unmanaged devices known only to the network.
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CYBERSECURITY ASSET MANAGEMENT

A relatively new category, cybersecurity asset management products seek to give a comprehensive view
into all assets and users to understand the security posture of each. By connecting to all security and IT
products in an organization’s environment, cybersecurity asset management tools can give a continuous
view of the relationship between devices, users, and security product coverage to constantly validate
each against the organization’s security policy.

A few examples:

¢ Which devices are unmanaged, but should have an agent?

e What percentage of devices are running our endpoint protection platform?
e Which devices aren't being scanned by our VA tool?

e Which users have improper access rights or passwords that never expire?

e Which of my loT devices were manufactured in x country?

This new category seeks to use all other security products to correlate data into a single, actionable view.

> AXONIUS G

Axonius Dashboard
Managed Device Coverage Endpoint Protection Coverage VA Scanner Coverage Data Discovery

Seen Devices

36%
16%
4%

E ) ] 2 Unigue Devices

Devices per Adapter WMI Info and Sec. Patches of AD Devi.. X Devices Turned On/Off X test X
176
64
® 147 .
43% Windows Operating System
77 25% o
3 42 5% AV coverage
© 34 D S Last 30 D e
evices Seen in Las ays
33% 75%

31
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Implementing the Zero Trust Model

Going from the traditional perimeter-based approach to zero-trust can seem daunting, but it's not an all-
or-nothing process. Many organizations approach zero-trust as an aspirational future state, making new
security purchasing and implementation decisions with eventual zero-trust in mind.

A few steps organizations can follow to get started on the path to zero-trust:

1. Understand what devices you have.

2. Distinguish between devices that are managed and unmanaged. Then determine which should
be managed.

3. Map out security solution coverage and address the gaps.

Establish ongoing user access auditing.

5. Implement security policy validation.

B

UNDERSTAND WHAT DEVICES YOU HAVE

You can only secure what you can see, and until you know which devices are in your environment, it's
impossible to know whether those devices are satisfactorily secure. Establishing an ongoing device
discovery, classification, and inventory process should be the first step in planning for a zero-trust future.

DISTINGUISH BETWEEN MANAGED AND UNMANAGED DEVICES

A Smart TV in a conference room is different from the CEO's laptop, and they should be treated
differently. While the Smart TV doesn’t need an endpoint agent or a patching schedule, the laptop does.
Creating a process to take action based on asset classification is critical.

S/’
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ADDRESS THE GAPS IN SECURITY SOLUTION COVERAGE

In our experience, every organization has devices that are missing security solution coverage. Whether
that means AWS instances not known to a VA scanner, R&D machines without an EDR solution, or
iPhones without MDM, there are always gaps to be addressed. Addressing these gaps in an ongoing
basis is a necessity for any organization thinking about zero-trust.

ESTABLISH ONGOING USER ACCESS AUDITING

Are there users in your environment with local admin access to all machines? Users with passwords not
required or set to never expire? Service accounts with keys to the kingdom? Even with strict access
controls and granular policies, creating an ongoing auditing process is needed to ensure proper access
rights.

IMPLEMENT SECURITY POLICY VALIDATION

Finally, any security policy on paper is only as good as it is enforced and validated in reality.
Implementing a security policy validation process is the only way to make sure that nothing is being
missed and that exceptions aren't being exploited.
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Cybersecurity Asset Management - The 1%
Step to Zero Trust

As mentioned earlier, Cybersecurity Asset Management is a new approach to providing comprehensive
visibility into all devices, users, and the security products that cover them in order to validate security
policies.

CONNECTING TO EXISTING SECURITY AND IT MANAGEMENT SOLUTIONS

Instead of installing an agent, scanning, or sniffing traffic, Cybersecurity Asset Management solutions
connect to the different security and management solutions a customer already uses via adapters.
Customers simply provide credentials (APl keys, Tokens, etc.), and the system immediately starts
collecting and correlating information about assets. This way, there are no agents to install or maintain,
no bottlenecks to route traffic through, and there is no limit to scale and no performance degradation.

[l
SN '
>L AXONIUS C A D
. Adapters
Name Description
Active Directory (AD) is a directory service for Windows domain networks that authenticates and authorizes all
o == Active Directory users and computers.
Amazon Elastic Compute Cloud (EC2) provides scalable computing capacity in the Amazon Web Services (AWS)
(] Amazon Elastic cloud.
BlackBerry Unified Endpoint Manager (UEM) delivers endpoint management and policy control for devices and
‘ 3:C (V] % Blackberry UEM apps on-premise or in the cloud
Bomgar Remote Support allows support technicians to remotely connect to end-user systems through firewalls
ﬂ Bomgar Remote Support from their computer or mobile devices
Carbon Black Cb Defense includes next-generation antivirus + EDR in a cloud-delivered platform to stop
Q E Carbon Black Cb Defense commodity malware, advanced malware, non-malware attacks, and ransomware.
Carbon Black Cb Protection includes application control and critical infrastructure protection for critical systems
| Carbon Black Cb Protection and fixed-function devices in highly regulated environments.
— Carbon Black Cb Response includes scalable, real-time EDR with unfiltered visibility for security operations centers
(V] @ Carbon Black Cb Response and incident response teams.
Chef provides continuous automation for building, deploying, and managing infrastructure, compliance, and
Q .C;‘ Chef applications in modern, legacy, and hybrid environments

S/’
2y, AXONIUS




N/
DS

./
PN

THE 1°T STEP TO ZERO TRUST AXON I US

CREATING A COMPREHENSIVE VIEW OF ALL DEVICES

After connecting all relevant adapters, a Cybersecurity Asset Management Platform will create a
correlated list of all devices that can be filtered and sorted by any property. As the solution is constantly
requesting up-to-date data from every connected solution, the list of devices is always as close to real-
time as the connected solutions allow.

X 1 .
» AXONIUS C A 0

. Adapters

Name Description

Active Directory (AD) is a directory service for Windows domain networks that authenticates and authorizes all
(V] == Active Directory users and computers.

Amazon Elastic Compute Cloud (EC2) provides scalable computing capacity in the Amazon Web Services (AWS)
(/] Amazon Elastic cloud.

BlackBerry Unified Endpoint Manager (UEM) delivers endpoint management and policy control for devices and

‘ :0: (V] % Blackberry UEM apps on-premise or in the cloud.
Bomgar Remote Support allows support technicians to remotely connect to end-user systems through firewalls
B Bomgar Remote Support from their computer or mobile devices.

Carbon Black Cb Defense includes next-generation antivirus + EDR in a cloud-delivered platform to stop
Q E Carbon Black Cb Defense commeodity malware, advanced malware, non-malware attacks, and ransomware.

Carbon Black Cb Protection includes application control and critical infrastructure protection for critical systems
‘ Carbon Black Cb Protection and fixed-function devices in highly regulated environments.

Carbon Black Cb Response includes scalable, real-time EDR with unfiltered visibility for security operations centers

(V] @ Carbon Black Cb Response and incident response teams.
Chef provides continuous automation for building, deploying, and managing infrastructure, compliance, and
@ & cnef applications in modern, legacy, and hybrid environments.
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IDENTIFYING UNMANAGED DEVICES

By connecting to the security and management solutions and comparing results to what is known only to
the switches and routers, the CSAM solution is able to produce a list of unmanaged devices, allowing
customers to distinguish between devices that should not be managed (think of a Smart TV in a
conference room or an Amazon Alexa in the reception area), and an AWS instance that the Security and
IT teams don't know about.

i
> AXONIUS [ I WK - I
‘ Devices
Q_ specific _data.adapter _properties != 'Manager and specific _data.adapter _properties != ‘Agent’ v SaveQuery + Query Wizard
Devices (410) Edit Columns Export csv
Adapters Host Name Network Interfaces: Mac Network Interfaces: IPs OS: Type Tags :: AD Orgar
il @ +7 CiscoEmuRouter C0:00:07:A5:00:01, C0:00:07:A5:00:00  10.0.0.2 192.168.20.35 Cisco
Co Yy +3 ubuntu 00:50:56:91:5E:98 192.168.20.30 Linux
s B 3 localhost.localdomain  00:0C:29:4B:5E:64, 00:0C:29:4B:5E:6E 192.168.20.22 Linux
"cllls'élé' -'c||'5-("°'- +3  dhecp-slave 11:33:33:77:DE:AD 10.0.0. Cisco
i B 3 ubuntu 00:50:56:91:69:E5 192.168.20.11 Linux
s B 3 rsva 00:50:56:91:AC:83 192.168.20.42 fe80::250:56ff:fe91:ac93 Linux
el B +3 dcl.axonius.local 00:0C:29:F1:0D:58 192.168.20.4 windows
et @ +3 DESKTOP-GO8PIUL 00:50:56:91:CD:30 192.168.20.20 fe80::d175:4879:855:230b Windows
“ +2 raindcl 00:0C:29:61:DD:22 192.168.20.38 Windows
et @ +2 WIN-B6KO8DJEN2L3 00:50:56:81:5B:A0 192.168.20.24 Windows
1 Ly +2 STORAGE 00:0C:29:B5:94:F8 192.168.20.3 Windows, FreeBSD +1
Ly +2 nexpose 00:50:56:91:00:66 192.168.20.10 fe80::250:56ff:fe91:66 Linux
Ly +2 cisco-emulator 00:50:56:91:4F:24 192.168.20.21 fe80::250:56ff:feg1:4f24 Linux
- ubuntu 00:50:56:91:4C:2A 192.168.20.33 Linux
- ubuntu 00:50:56:91:EB:D0 192.168.20.27 Linux
e - Big-Export 00:50:56:91:63:8F, DE:50:71:B4:1F:3D +3  192.168.20.26 fe80::250:56ff:feS1:638f +7 Linux
- ubuntu 00:50:56:91:04:EA 192.168.20.15 Linux
Cu B = IRy ubuntu 00:50:56:81:5E:2C, 02:42:4A:1D:5B:B0 +1 192.168.20.44 feB80::250:56ff:fe91:5e2c +2  Linux
Gl = I ubuntu 00:50:56:91:97:13 192.168.20.41 Linux
“ . ) WIN-OQ5V7ACKHIE 00:50:56:91:E7:EE 192.168.20.29 Windows
RESULTS PER PAGE: 50 100 ¢« < 1.2 3 45 6 7 > »

Unmanaged devices in the Axonius Cybersecurity Asset Management Platform.
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UNDERSTANDING SECURITY SOLUTION COVERAGE
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Even with a security policy that dictates every device needs an endpoint agent and must be scanned by a

VA tool, most organizations have gaps in coverage. With a CSAM solution, customers are able to

understand which devices are not covered so they can act.

S
> AXONIUS

Devices

Devices (308)

Adapters

Al il 43
cisco cisco

s
DH -
DR

RESULTS PER PAGE:

Q_ specific _data.adapter _properties ! = 'Vulnerability _ Assessment’

Host Name
dhcp-slave
WIN-76FS735PMOJ.TESTDOMAIN.TEST
EC2AMAZ-VBESDHF.TESTDOMAIN.TEST
WIN-D14VSGS3COG.TESTDOMAIN.TEST
Axonius Printer.testsecdomain.test, Axonius Printer.local
WIN-I8QNMLDIKHR.TestDomain.test
WIN-TVSUBKLPIKN.TESTSECDOMAIN
22AD.TESTDOMAIN.TEST
WIN-VGICHODQCH7.TESTDOMAIN.TEST
DCNYL.TESTDOMAIN.TEST
iPad
Walla
EC2AMAZ-3B5UJ01
ubuntu
ubuntu
Big-Export
ubuntu
AMAZON-87C533D4.TestDomain.test
EC2AMAZ-209VBI7.TestDomain.test
EC2AMAZ-6IGTBER.TestDomain.test

50 100

Network Interfaces: Mac
11:33:33:77:DE:AD

06:37:53:6E:A2:9C

06:DE:D4:0F:B4:18

02:10:78:0F:90:01, 06:89:C8:89:0D:00
A8:60:B6:3C:79:FE, D4:DC:CD:F4:05:A0
06:41:8F:20:DA:90

06:46:£2:F5:C5:68

06:75:D9:93:

06:0B:D1:7B:5C:C6
06:80:98:50:D3:5E
A4:E9:75:78:FC:C3, A4:E9:75:78:FC:C4
08:78:08:£0:D0:1E

00:50:56:91:4C:2A

00:50:56:91:EB:DO

00:50:56:91:63:8F, DE:50:71:B4:1F:3D +3
00:50:56:81:04:EA

06:6D:06:A3:94:6E

06:5D:8F:£0:01:96

06:D0:F5:79:4C:D0

+ Save Query

+ Query Wizard

Edit Columns Export csv

Network Interfaces: IPs

10.0.0.1

10.0.2120 fe80::e4e3:8ffc:637a:59a7

10.0.2.178 fe80::a8fa:be7:d4bb:417e

17217.0. 10.0.2147 +3

192.168.10.9 192.168.11.14

10.0.2150

10.0.229.9 fe80::f038:2499:1c50:fadl

10.0.227.26 18.219.188.166 +1

10.0.239.1 fe80::1004:7291:86ae:52da

10.0.2.99 fe80::c17c:a475:d96:f5ac

192.168.11.7 141.226.237.21

192.168.11.12

10.0.229.30

192.168.20.33

192.168.20.27

192.168.20.26 feB80::250:56ff:fe91:638f +7

192.168.20.15

10.0.2.215

10.0.2.31 fe80::41a3:57cf:ff3a:92c4

10.0.2.122 feB0::6c0f:f0d4:426f:84f2
<¢ ¢« 1 2 3 4 5 6

Os:Type T
Cisco

Windows ‘}
Windows  [L

Windows |1
0s X
Windows ‘7[
Windows
Windows
Windows 3
Windows i
ios

Android
Windows
Linux

Linux

Linux

Linux
Windows ‘E
Windows ‘7[

Windows ‘ L

7 > >

AXONIUS

Devices not scanned by a Vulnerability Assessment Tool.
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CREATING ALERTS

The core value of Cybersecurity Asset Management Tools is the ability to ask questions that validate a
security policy in an ongoing basis and to create alerts to notify staff or other solutions when something
does not adhere to the policy. To do that, CSAM solutions allow customers to save any query and to
create an alert from a query that can be sent via email, syslog, or through an integration with another
system (examples include SIEM solutions and ticketing systems).

n
S
4+ AXONIUS C A B
. Alerts » Chinese Devices
Alert Name: Chinese Devices
Select Saved Query: Devices Manufactured in China v

Monitor selected query and test whether devices number...
Increased

Decrease
K

Not Changed

DO Info
Warning

A Error

Push a system notification
Create ServiceNow Incident

Create ServiceNow Computer
Notify Syslog

Send an Email

Cancel

Example of an alert in the Axonius Cybersecurity Asset Management Platform.
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ENHANCING DEVICE AND USER DATA

In many cases, organizations are already using many different security solutions and do not want yet
another system to maintain and staff, but instead want to integrate CSAM data with a system of record.
Using the API of the CSAM solution, customers are able to extract additional contextual information
about users and devices and push that data into their existing systems.

GET /devices

Devices
Summary
Query devices
Parameters
Name Located in Description Required Schema
skip query How many devices to skip (pagination). Yes & integer
limit query How many devices to return (pagination). Yes 2 string
fields query The fields to return back for each device. No = string
filter query The filter to get devices by. Yes 2 string
sort query The field to sort the devices by. No 2 string
Responses

Code Description

200 Returns a list of device objects that contains the requested fields, sorted by the the requested field that fits the filter.

Security
Security Schema Scopes

axonius_api_auth

Try this operation

Sample API calls from the Axonius Cybersecurity Asset Management Platform.
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About Axonius

For organizations that see opportunity in today’s always-on and always-connected reality, Axonius is the
Cyber Security Asset Management (CSAM) platform that lets IT and Security teams see devices for what
they are in order to manage and secure all. By easily integrating with customers’ existing management

and security technologies and using an extensible plugin infrastructure to add custom logic, customers
are able to get a unified view of all devices - both known and unknown. Axonius aims to be IT's favorite
Security tool and Security’s favorite IT tool. For more information and to see what's possible with a

universal view of all devices, visit

Get Started

Because it integrates natively with the Security and IT solutions customers already have, getting started is
painless and fast. To get a demo and to see what you can do with a unified view of all assets, click the
button below.

Support and Questions

We are committed to helping our customers deploy, configure, and start seeing value immediately. The
POC deployment process will be hands-on, with any and all support services available to get up and
running. Should you have any questions, concerns, or product feedback, please do not hesitate to
contact your Axonius account representative at any time.

Thank You

Finally, we want to thank you for considering working with Axonius. As IT and Security professionals
ourselves, we understand the time and effort it takes to consider a new product. Thank you for trusting us
to help you.

S/’
2y, AXONIUS



https://www.axonius.com/get-early-access/
https://www.axonius.com
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